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Cybersecurity operations and
compliance for customer facing

technoloqy and processes
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Security controls for
technology integration and
vendor risk management

Solutions to protect
customer, employee and
partner data on technology
platforms
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ALL PLANS INCLUDE

* Access to 4 hours per month advisory by Cybersecurity experts
* (urated cybersecurity advisory specific to the line of business and customer context

* Integrated modular solutions and services providing a 360 deg cybersecurity posture

PLATFORM TRUST PARTNER TRUST

CUSTOMER USER ACCESS MANAGEMENT Setup workflows and m MANAGED CLOUD SECURITY Comprehensive, continuous and INTEGRATION SERVICES SECURITY Security controls design

CONSUMER TRUST

streamline customer users provisioning, deprovisioning, transparent cloud security to constantly manage, configure and implementation for services integrations with partner/
entitlements and access management and monitor platform security controls vendor systems and solutions

CYBER RISK MANAGEMENT Periodic vulnerability INSIDER THREAT MANAGEMENT Continuous monitoring of VENDOR RISK ASSESSMENTS Periodic cyber risk assessments
assessments, cyber risk scoring and compensating controls access and data protection for sensitive information on partner and vendor companies, their technology
configuration for customer facing online applications accessible to human and non-human accounts solutions and security processes

m SECURITY OPERATIONS CENTER Timely response to m DIGITAL RISK MANAGEMENT Monitor internet and dark web VENDOR ACCESS MANAGEMENT Implement modern access
detecting, analyzing and reporting security events or to detect and respond to cyber threats, data leaks and controls technology and process for vendors accessing
incidents along with appropriate isolation and recovery brand threats for assets managed on the platform sensitive assets and performing critical functions
mechanisms

[ILA CYBERSECURITY AWARENESS TRAINING Contextual CYBERSECURITY AUDITS Conduct periodic vulnerability

m CYBERSECURITY ASSURANCE AND COMPLIANCE Advisory and cybersecurity awareness training and advisory tailored to assessments and security audits against industry
ligison in responding to customer requests for security employee and consultant roles and responsibilities standards on vendor technology solutions and services

audits, controls documentation and walkthroughs

s
@ Copyright © 2020, Entersoft US LLC and/or its affiliates. All Rights reserved | Entersoft Confidential



